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Abstract  Surveillance of health care associated infections is the keystone of Infection Prevention and Control 
program in any health care setting. Without a reliable surveillance system, it is difficult to monitor the health care 
associated infections (device associated as well as non-device associated infections). The Infection Control 
Practitioners (ICPs) in the Kingdom of Saudi Arabia used to collect the Surveillance data manually almost more than 
a decade back, and then shifted to an electronic Surveillance System few years back, International Nosocomial 
Infection Control Consortium (INICC). As conventional manual surveillance requires resources and standardization 
of definitions. Finally, a national, web based, semi-automated system of Health Electronic Surveillance Network 
(HESN) was developed in the year 2012, but the Surveillance module of Health care associated infections was 
started in late 2016.  Pilot study was done initially for the period of few months in five MOH Hospitals and later 96 
MOH Hospitals were added gradually by the end of year 2019. The system is first of its kind as it covers certain 
public health modules including surveillance, infectious diseases, immunizations of newborns, needle stick injuries, 
blood and body fluid exposures and dialysis events surveillance. The data is entered by the Infection control 
department in HESN, followed by Regional Coordinators and supervised by the office of General Directorate of 
Infection Prevention and Control. Data validation is done by the internal and external validation teams and surprise 
audit visits to the hospitals. In addition to advantages of being quick, safe and online data management, there are 
certain limitations as the system is new for most of the ICPs. Therefore, with the passage of time, almost all the 
Infection control practitioners will adopt it well. 
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1. Introduction 

Surveillance of healthcare-associated infections (HAI) 
is the foundation of infection control and prevention 
programs in a health care facility. All healthcare 
associated infections including central line associated 
blood stream infections (CLABSI), catheter associated 
urinary tract infections (CAUTI), ventilator associated 
pneumonia (VAP), ventilator associated events (VAE) and 
surgical site infections (SSI). These infections may result 
in a prolonged hospital stay, disability, increased 
resistance of microorganisms to antimicrobial drugs, 
increased risk of mortality, a psychosocial impact and an 
additional financial burden for the health system, for 
patients and their families. As Public health, reporting 
includes the data of HAIs, a vigilant and effective 

surveillance system is mandatory to monitor and control 
HAIs. Effective surveillance system delivers information 
that can be used to make decisions by the stakeholders.  
In general, the use of conventional manual data  
collection is difficult as it lacks the standardization;  
it is time-consuming, resource and labor intensive. It 
usually inhibits the ability of an organization to report, 
disseminate and validate data, practice changes and 
continuously measure the impact of these changes on 
patient outcomes. Sometimes, it results in underestimation, 
misunderstanding, and misclassification of infections  
due to person-to-person variability in perceptions of 
definitions. Recent advance information technology has 
led to develop some automated Surveillance methodology 
[1,2]. 

The manual collection of Surveillance data was started 
almost more than a decade ago in the Kingdom of Saudi 
Arabia (KSA). Initially, Intensive Care Unit (ICU) nurses 
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and ICPs in the Infection Control Department used to 
collect the data on paper forms. Several sources (History 
from ICU Physicians, Nurses, and Microbiology 
Laboratory) were utilized and data was saved on paper 
forms including medical record number, age, gender, date 
of admission in the hospital, date of admission in ICU, 
dates insertion and removal of each of the devices, brief 
history, signs and symptoms, diagnosis, microbiology 
results and radiological findings [3]. 

There was shortage of infection control experts at  
that time in Saudi Arabia and had no unified national 
electronic infection control surveillance system. Neither 
National benchmarking nor valid surveillance data at the 
hospital, regional or Ministry of Health level were 
available until 2016. So transferring from manual to 
electronic data collection was the requirement of time. 
The Hospitals with at least 100 beds, an ICU, a 
Microbiology Lab and a full time Microbiologist were 
included in the study. The data is entered in electronic 
system by the Infection control practitioners at the hospital, 
followed by Regional Coordinators and supervised by the 
Office of General Directorate of Infection Prevention and 
Control. 

1.1. Approaching Electronic Surveillance 
Electronic Surveillance System had been evolving 

rapidly all over the world since more than a decade. The 
aim of electronic Surveillance is to provide quality 
improvement programs inside the hospitals to monitor the 
healthcare associated infections and enhance their control 
and prevention [4, 5]. 

Saudi Arabia was using electronic INICC Surveillance 
System from September 2013 to September 2016. 

The surveillance was active, patient-based, prospective 
targeted surveillance that was done in specific ICUs for 
specific durations after a local infection risk assessment.  

1.2. Implementation of National Health 
Electronic Surveillance Network (HESN) 

The first National Health Electronic Surveillance 
Network was established in the year 2012 by HESN 
department in coordination with Institute of Business 
Management (IBM) in KSA. It was used for Hajj and 
Umrah preparations by Mass gathering medicine 
department in official reporting of MERS CoV cases in 
March 2014 and health care associated infections Module 
was made operational in the year 2016 [6,7]. 

It is a web based, semi-automated, comprehensive and 
flexible, electronic health solution, capable of 
accommodating national Public Health programs and 
integrating Public Health information system. It includes 
all public health aspects, which enables public health 
professionals to detect, respond, prevent and control 
diseases in a better way. The rationale was prevention  
and effective management of communicable,  
non-communicable diseases and infection prevention and 
control based on the data registered in the electronic 
surveillance system [8]. 

Before that, the definitions, assisting tools and timely 
reports were not available for data collection as well. 
There was bias and errors in entering and calculating the 

rates. Archiving, retrieving data and follow up was also 
difficult [9]. 

As the level of coordination and integration of any 
Surveillance system could easily affect its performance, 
cost and being tenable with electronic detailed data entry. 
Infection Preventionists (IPs) can minimize the difference 
between manual and electronic entries of device days and 
patient days and find real numbers and rates of infection. 
[10] 

2. Methods 

2.1. Hospital Selection 
The Ministry of Health Hospitals (MOH) with more 

than 100 beds, a Microbiology lab with a full time 
Microbiologist and at least one critical care unit were 
included. Initially only five hospitals were registered for 
the pilot study. After the successful implementation, 96 
MOH Hospitals were added gradually to HESN making 
101 hospitals, by the end of 2019. 

The use of an electronic surveillance system has been 
suggested as more efficient method for quality assurance 
and the Ministry of Health, KSA along with 67 other 
countries of the world, temporarily adopted an electronic 
surveillance system of healthcare associated infections 
[11]. Before launching HESN, in 2012, an electronic 
system INICC, (developed by Dr. Victor in Argentine in 
the year 1998) was being used for Surveillance purposes. 
From the Kingdom of Saudi Arabia, 29 hospitals in 
various cities were involved [12]. 

It was continued for 4 years until the end of year 2016 
when a web-based multidisciplinary platform, national 
Health electronic surveillance network (HESN) was 
developed by the combined effort of General Directorate 
of Infection Prevention and Control, Ministry of Health 
(MOH), Health Electronic Surveillance Network (HESN) 
Department and Institute of Business Management (IBM) 
[13,14]. It has replaced the conventional manual data 
collection of Surveillance. Now all the information is 
collected and uploaded in the system by the ICPs in 
included Health Care Facilities. Automated and semi-
automated systems enable time saving, consistent 
application of surveillance definitions and significantly 
reduce the burden of data management, as earlier the ICPs 
used to spend most of their time is data collection 
manually. [15,16]. 

The infection control module was started in the year 
2016, with 5 MOH Hospitals and by the year 2019; it was 
expanded to almost 101 hospitals of 20 different 
geographical regions in the Kingdom. The primitive 
objective of HESN was to describe the epidemiology of 
HAIs, develop Benchmark and encourage a unified 
national, electronic Kingdom wide surveillance [17]. 

2.2. Data Collection and Management  
The data were collected and entered by infection 

control practitioners (ICPs) at respective hospitals, in 
electronic system after identifying the events based on the 
definitions. They were informed by the laboratory about  
any of the positive cultures in the ICUs and they follow 
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these cases in the respective ICUs. The data were directly 
entered into the HESN program at two levels; device 
bundle forms and event forms. The number of device days 
were counted daily at a fixed time (usually in the morning 
around 8:00 or 10:00 AM), for all patients with a device. 
A difference of +/- 5% of the manually collected daily 
count and electronic count was acceptable for the 
validation purposes, to avoid the possibility of human 
error. It has decreased the complexity of work, burden of 
manual data collection and entries and improved the 
accuracy. The data is collected at three levels; National, 
Regional and healthcare facility level. The focus in the 
first phase is on the Intensive care units of the hospitals 
only. It was started in 16 different types of ICUs 
(including all adult, pediatric, neonatal, medical, surgical, 
trauma, burn, cardiothoracic and cardiac ICUs).  

The data collected includes about non-device associated 
as well as device-associated infections in all the critical 
care units. Central line associated blood stream infections 

(CLABSI), Catheter associated urinary tract infections 
(CAUTI), Ventilator associated Pneumonia (VAP) rates, 
SSI (Surgical site infections), device utilizations ratios 
(DUR) for central line, Foley’s catheter and ventilator.  

The workflow is illustrated in Figure 1, Figure 2 and 
Figure 3, if the patient is admitted in ICU, transferred 
from ICU to non-critical unit and if re admitted to the 
critical unit respectively. It depends on the accuracy and 
timeliness of data entries and knowledge of ICPs about the 
definitions of Healthcare-associated infections [18,19]. 

The reports and dashboards were in the form of  
Data quality tables, ICU admissions, infection (events) 
rates, devices descriptive information, daily and monthly 
device reports, device bundle compliance, antibiograms, 
dialysis events information, national and international 
benchmarking, as depicted in Table 1 were added in the 
system. 

Study objectives and key outcome measures are 
illustrated in Table 2.  

 

Figure 1. Algorithm for Health Care Associated Infections Surveillance in ICU; Intensive Care Unit (CD: Calendar day; a full day beginning and 
ending at 12 midnight, ICU: Intensive Care Unit, UDF: User defined function/form) 
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Figure 2. In case, the patient is transferred from an ICU to Non-ICU (Non-Surveillance Unit) (CD: Calendar day; a full day beginning and ending at 12 
midnight. ICU: Intensive Care Unit. Non-ICU: Non Intensive Care Unit.) 

 

Figure 3. In case the patient is, re admitted to any ICU (Surveillance Unit) 

Table 1. Available Reports and Dashboards of Infection Control Module in HESN. 

Available Report  Detail  

Data Quality 
Data Quality Tables; Central line, Foley’s Catheter, Ventilator 
SSI Data Quality 

ICU Admissions Patient under Surveillance 

Device & Non device associated 
Infections 

Device associated Event Reports; CLABSI, CAUTI, VAP 
Non-Device associated Events Reports; BSI, UTI, Pneumonia 

Device & Denominator Reports 
Device Reports; Central line, Foley’s Catheter, Ventilator 
Denominator Report; Patient days, Device days 

Bundle Compliance 
Devices Overall Bundle Compliance; Central line, Foley’s Catheter, Ventilator 
SSI Bundle Compliance 

SSI 
SSI Report 
SSI Event Report 

Susceptibility Pattern of Pathogens  Antibiogram 
Blood & Body fluids exposure Needle Stick & Sharp Injuries 

Dialysis Module 
Dialysis Denominator Report; Patient months. 
Dialysis Event Report 

Benchmark  
National Benchmark 
International Benchmark 
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CLABSI: Central line associated bloodstream infection; CAUTI: Catheter associated urinary tract infection; HESN: Health Electronic Surveillance 
Network; SSI: Surgical site infection; VAP: Ventilator associated pneumonia 

Table 2. Objectives and Key outcome measures 

Objective Outcome measure 

To estimate the rate of HAIs among all of critical care units in MOH 
Hospitals of KSA 

Total number of patients classified as having a HAI. 
• Device associated HAIs (CLABSI, CAUTI, VAP) 
• Non-device associated Infections (BSI, UTI, Pneumonia) 
• Hospital Acquired 
• Community Acquired 

To describe the HAIs by the site, type of patient, type of ICU, 
geographical region 

The patients with  a HAI 
• Site of infection 
• Gender  
• Age 
• Type of device 
• Type of critical care unit 
• Healthcare facility type 

To estimate the rate of Neonatal Infections (CLABSI, VAP) 

Per birth weight group of the newborn (in grams) 
• ≤ 750 
• 751-1000 
• 1001-1500 
• 1501-2500 
• ˃2500 

To estimate the rate of Surgical Site Infections 

Type of Infection  
• Superficial 
• Deep 
• Organ/Space 

Type of Surveillance Period 
• 30 days Surveillance 
• 90 days Surveillance 

Patients under Surveillance 
• Length of Hospital stay 
• Length of ICU stay 
• Type of infection 

Patients with devices 

• Types of devices 
• Duration of device insertion 
• Types of HAIs associated with devices 
• Microorganism associated with devices 

Patients with multi drug resistant organisms 

• Type of MDRO 
• Gram positive bacteria 
• Gram negative bacteria 
• Infection or colonization 
• Healthcare onset or Community onset 

Dialysis Event 

• Type of vascular Access (Fistula, Graft, Central line) 
• Positive blood culture 
• IV Antimicrobial start 
• Pus, redness and swelling 

Antimicrobial Sensitivity 
• Sensitive 
• Resistant 
• Intermediate  

Care Bundle Compliance 

• Central line 
• Foley’s Catheter 
• Ventilator 
• SSI Bundle 

BSI: Blood stream infection; CLABSI: Central line associated bloodstream infection; CAUTI: Catheter associated urinary tract infection; SSI: Surgical 
site infection; UTI: Urinary tract infection; VAP: Ventilator associated pneumonia 

 
2.3. Moving Ahead 

Accordingly, a training plan was designed after the 
surveillance program needs and desired information was 
assessed (Real-time and automatic data). Training of 
infection control practitioners from each hospital involved 
in IC-HESN was started.  

HESN training manual, PowerPoint Presentations, case 
scenarios, and training schedules were designed and 
finalized. Twenty training workshops were conducted and 
more than 200 infection control practitioners and more 
than 20 Regional Coordinators were trained. The 
workshops were conducted for 3 days each using a 
training HESN system that does not affect the real data. 

The training included both hospital Infection Control 
Practitioners as surveillance data collectors and regional 
Coordinators as trainers and validators. Training was 
about an introduction to Healthcare associated infections 
surveillance, based on CDC-NHSN definitions 2016 for 
central line-associated bloodstream infections (CLABSI), 
catheter-associated urinary tract infections (CAUTI) and 
surgical site infections (SSI). CDC-NHSN guidelines for 
2013 for ventilator-associated pneumonia (VAP) were 
followed [20,21]. Bundles of care (Central line, Foley’s 
catheter, Ventilator, and Surgical site infection) were 
started according to Institute for Healthcare Improvement 
(IHI) guidelines [22,23]. 
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Introduction to health electronic surveillance network 
(HESN), case scenarios, and practical data entry sessions 
with the training usernames, basic calculation of rates and 
ratios and open discussions was done. After training, a 
period of data entry in the training module was allowed 
before actual real-time data entry in HESN system. Their 
performance was monitored for a period of 3 months and 
retraining was conducted for those who had shown 
inefficient performance.  

2.4. Implementation of the Surveillance 
Module in HESN 

In the beginning, CLABSI, CAUTI, SSI determinations 
were established on the CDC/NHSN definitions of 2016 
and VAP according to CDC 2013 guidelines [21,22,24,25]. 
Surveillance Manual, as well as paper forms were 
prepared to facilitate the data entry in the system 
according to IHI and Ministry of Health in Saudi Arabia 
(MOH) guidelines. Certain assisting tools were embedded 
in the system to assist the ICPs in their data entry, 
demographic information; risk factors of clinical data 
were collected from medical records and direct 
observation of the patients. User-defined forms (UDFs), 
device and event reports were created on the HESN 
production website (different from the initial HESN 
Training site). Dashboards (HESN Web Portal) were 
created to facilitate the generation of surveillance reports 
that included benchmark with national and CDC/NHSN 
(International) values, tables, charts, graphs, pie diagrams 
and bar graphs at three levels (Hospital level, Regional 
directorate level and General Directorate, Ministry of 
health level). Data quality check tables were designed as 
tools to assist ICPs in identifying and diagnosing 
healthcare-associated infections accurately and validating 
entered data. It has helped to reduce the bias and errors.  
In addition, data quality tables are available for users  
at all levels to check their data. Automatic calculation  
of healthcare-associated infection, rates and device 
utilization ratios were done in a timely manner. There is 
consistency in data collection and application of HAI 
definitions and prevents any subjective influences that 
may occur at a hospital level [26,27]. 

2.5. Data Validation 
Surveillance Validation Tool (SVT) was created to 

validate the collected data in HESN; comparison was done 
for numerators and denominators, by internal and external 
validation method. Internal validation was done by the 
Infection Control Department by visiting the ICUs. 
Manual and electronic data were compared on daily and 
weekly basis. A difference of +/- 5% of the manually 
collected daily count and electronic count was acceptable 
for the validation purposes, to avoid any human error. 
Validation team was separate from the original data 
collection team and they cross check the data. Data was 
assessed for its completeness, validity and accuracy. The 
purpose of validation was to assure high quality 
surveillance data by identifying the health care associated 
infections timely and act accordingly to prevent them. 
External validation was done by Regional Coordinators in 

the Regions monthly and Surveillance GDIPC Team at the 
General Directorate by surprise visits and audits [28,41]. 

2.6. Statistical Analysis 
The data from all regions was extracted from HESN 

program and analyzed using SPSS. Data extraction, 
management, analysis and interpretations were done 
centrally at the GDIPC. Event rates (expressed per 1,000 
device days) and device utilization ratios were calculated. 
Confidence intervals (CIs) and standard percentiles were 
calculated for both event rates and device utilization ratios. 
Percentiles were not calculated for ICU types with less 
than 20 data points (hospital year of surveillance). To 
benchmark current event rates and device utilization ratios 
with international benchmarks, standardized infection 
ratios (SIR) and standardized utilization ratio (SUR) were 
calculated (respectively) after adjusting for differences in 
ICU types (all ICUs). SIR and SUR were calculated by 
dividing the number of observed events and device days 
(respectively) by their expected values. The expected 
values were calculated using the published reports of 
NHSN [20,21], GCC [29,34,35,36] and International 
Nosocomial Infection Control Consortium (INICC) [12]. 
P-value <0.05 was considered as significant. SPSS 
software (release 25.0, Armonk, NY: IBM Corp) was used 
for all statistical analyses [41]. 

2.7. Data Dissemination 
All the collected data is available to the Stakeholders as 

well as Critical care units, Infection Control departments, 
Hospital administration immediately. The confidentiality 
of the data is maintained as the facility data is available to 
the ICP and Hospital administration only, Regional data is 
available to the ICPs and Regional Coordinator only and 
complete access is available to the office of General 
Directorate of Infection Prevention Control. Accordingly, 
the action plans are developed and followed.  

3. Discussion 

3.1. Benchmarking 
Benchmarking of HAI is the process of comparing the 

surveillance outcomes on well-defined definitions and 
procedures in one healthcare facility to other healthcare 
facilities performing similar types of procedures [29]. 

HAIs benchmarking can be divided into internal and 
external. Internal benchmarking typically involves 
comparing current processes and/or outcomes to baseline 
data or comparing different departments in the same 
healthcare facility. External benchmarking, on the other 
hand, usually involves comparing processes and/or 
outcomes in one healthcare facility to other facilities 
performing similar activities, often with higher standards. 
Benchmarks are typically public reports that apply a 
standard methodology and estimate risk-stratified or risk-
adjusted HAIs and/or their preventive processes across a 
large network of healthcare facilities [30]. 

Internal and External Benchmarking were available in 
the Dashboards. 
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3.2. National Healthcare Safety Network 
(NHSN) 

NHSN is an internet-based surveillance system at the 
US Center for Disease Control and Prevention (CDC), 
established in 2005 for the integration and the replacement 
of three different surveillance systems at the CDC. It is the 
most important and well-established surveillance system 
worldwide. One of its main stated purposes is to provide 
enrolled facilities with risk-adjusted metrics that can be 
used for inter-facility comparisons as well as local quality 
improvement activities. Starting from 2007, NHSN 
published a yearly report to estimate the magnitude of 
HAIs, mainly in regards to risk-stratified pooled means 
and percentiles of device-associated and procedure-
associated HAIs. Data of NHSN reports is preferred 
“because the case definitions and methodologies are 
similar and differences in HAIs rates will likely encourage 
improvements [31]. 

3.3. International Nosocomial Infection 
Control Consortium (INICC) 

The INICC is an international collaborative HAI 
surveillance system that uses a methodology largely 
similar to that of the NHSN, founded in Argentina in the 
year 1998. 36 countries in South America, Asia, Africa, 
and Europe were covered in 2009. The Kingdom adopted 
this system for a period of 4 years as a trial involving 29 
Hospitals in different cities [32]. Actually, it was not the 
national system of the Kingdom. ICPs used to identify the 
HAIs in this system while HESN is the first national 
electronic system and the HAIs could be identified 
automatically once they have entered the data. 

3.4. Gulf Cooperation Council (GCC) 
GCC Center for Infection Control has set a standard 

surveillance methodology for GCC countries.  Methodology 
almost similar to NHSN was adopted with aims (a) 
publishing surveillance manual and (b) unique data 
collection forms [33]. 

The activities of the GCC Center for Infection Control 
have recently been crowned with the first official regional 
(Gulf Countries) HAI benchmarking reports on ventilator-
associated pneumonia (VAP), catheter-associated urinary 
tract infections (CAUTIs) and central line-associated 
bloodstream infections (CLABSI) [34,35,36]. 

Current reports of GCC countries point to the huge 
potential for improving HAI surveillance and prevention 
in the region. Such improvement depends on the 
collaborative efforts and data sharing.  

3.5. Surveillance System Comparison 
Since its start, HESN has become the operational 

healthcare-associated infections (HAIs) surveillance 
system almost 101 MOH hospitals of Saudi Arabia 
replacing the previously used manual and electronic 
systems (like INICC). Both HESN and INICC used the 
same definitions and methodologies of CDC/NHSN for 
surveillance of healthcare-associated infections. However, 
there are differences between the two systems. INICC 

collects and analyzes the data of healthcare-associated 
infections (HAIs) at an international level on a voluntary 
basis by a number of hospitals, in many countries. It does 
not provide the data quality tables, no bundle compliance 
and no contact information of the responsible ICP. HESN, 
on the other hand, has been established solely for the 
national HAIs surveillance in the Kingdom of Saudi 
Arabia and the reporting of infections is mandatory in the 
healthcare facilities where it is implemented.  In addition, 
data quality tables for central line, Foley’s catheter, 
ventilator, surgical site infections, bundle compliance and 
contact information of ICP is easily accessible [37]. 

3.6. Data Quality Improvement 
Implementation of HESN was crucial for Surveillance 

data quality improvement in the hospitals of the Kingdom. 
Utilizing the data saved by the system, hospitals can 
prioritize their prevention interventions. As HAIs 
surveillance activities are gradually expanded to include 
more patient care areas, collected data becomes more 
representative to reflect the HAIs of the entire facility. 
Healthcare facilities can use HESN data to increase 
prevention efforts by setting priorities and maximizing the 
use of available resources. In addition to the services that 
HESN can provide at the level of a healthcare facility, its 
data could be used at the regional (20 geographical 
regions of the Kingdom) and national level for identifying 
the health care associated infections and prioritizing 
efforts aimed at reducing HAIs and tracking progress over 
time. Multiple educational and training activities were 
organized in the participating hospitals to enhance the 
experience of the infection control staff in surveillance 
and to assist with data entry and analysis.  

Public reporting of HAIs is expected to increase 
transparency, encourage Healthcare facilities to 
standardize practices and to facilitate training. It also 
encourages healthy competitiveness between facilities and 
increases healthcare and public awareness of HAIs; while 
at the same time improve patient outcomes. 

3.7. Strengths of HESN 
This study has a number of strengths. It is based  

on the well-established CDC guidelines and validated 
methodology.  

HESN is a system of its own type to generate 
information about HAIs Surveillance. Real-time semi-
automated data and recognition are available. Dashboards, 
device and event reports are available at any time. It is less 
time consuming than manual/ traditional data entries of 
Surveillance, reduces the time and efforts of ICPs and has 
included performance indicators (e.g. completeness and 
timeliness). An easy comparison is available between 
NHSN values, national and regional data. As well-trained 
staff collected the data, it greatly increases the likelihood 
of consistency in data collection and application of 
standardized HAI definitions and prevents any subjective 
influences that may occur at a hospital level. A care 
bundle compliance rate is available. Contact detail of the 
ICP who has entered the data is available all the time. The 
information/ reports generated can be disseminated to 
higher authorities at any time. Updates clinicians and 
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public health authorities about the current rates and ratios 
for immediate action to be taken. A big burden on 
infection control practitioners has been reduced. A huge 
amount of patient data is available electronically. The 
confidentiality of the patient data is maintained strictly. 
Involvement of multiple departments in the Surveillance 
system like ICU, (Operation room) OR, pharmacy and 
(Emergency room) ER at the same time electronically. 
Accurate and efficient calculations of rates and ratios are 
available immediately. It is cost saving and user-friendly. 
Data can be exported to excel very easily. The electronic 
system once established; its software needs to be updated 
only. The semi-automated system can be implemented in 
any hospital with well-trained Infection Control staff and 
efficient information technology department [38]. 

3.8. Limitations and Challenges 
Data collection is limited to all critical care units only 

in the first phase. Data from other inpatient units is not 
collected in the first phase. As it is completely new to all 
the ICPs in Saudi Arabia, they might take time to 
understand and follow the electronic system completely. 
Underreporting of infections has been identified through 
certain internal and external validation reports. Currently, 
surveillance activities must be reviewed and gaps in the 
system should be identified. Although most of the data is 
reported by HESN still data quality is a big concern. 
Electronic data entries might be affected by a number of 
factors like disrupted internet connection, lack of trained 
and experienced staff, missing data, overcrowding of 
patients and understaffing. The system needs regular 
updates. Sometimes the system has missing or duplicated 
data or error shown in the system. Generally, it is limited 
by resource constraints and some practical clinical 
challenges. 

An integrated approach of the surveillance system 
within existing patient record management system is 
compulsory to address all the above-mentioned issues. It 
is important that personals involved in surveillance 
activities trained for their assigned tasks and a need for 
ongoing in-service training at all levels, through 
workshops followed by closed supervision in the field. 

Complete and continuous evaluation and feedback from 
the health care professionals is expected to make the 
system more efficient. Electronic data entry may have 
multiple advantages over traditional manual systems; 
studies for reliability and validation of the data are still 
required.  

The basic requirement is to build an interface between 
hospital administration, critical care units, and laboratories. 
Limited resources and several local challenges for 
standardized surveillance are still there to be fixed for 
example there is a need for more training and 
certifications, transferring from routine data collection to 
patient-safety oriented surveillance, emphasizing data 
validation and encouraging public reporting. 

4. Conclusions 

Vigilant surveillance system is essential to improve the 
quality of patient care provided. Measuring the burden of 

HAIs in improving the infection control practices in  
the critical care units is important to be integrated to the 
professional development of clinical staff. The standardized 
surveillance of HAIs is important to ensure the reliability 
and quality of the data, so appropriate strategies can be 
developed to prevent and control infections. 

This paper presented a new National web based, semi-
automated surveillance system. It helped to decrease the 
time of HAIs identification and to reduce the number of 
infections. The output of the system is in the form of 
different tables, graphs and charts. It has helped the 
stakeholders and decision makers to make new policies 
and procedures for surveillance plans [39]. The plan is to 
expand this electronic system in all hospitals around the 
Kingdom in the next 5 years and to include the rest of 
components of infection control surveillance [Ventilator 
associated Event (VAE), Occupational Health Module, 
antimicrobial resistance and utilization, and risk-stratified 
surgical site infections)]. Moreover, all units (inpatient 
units other than ICUs) in all the MOH hospitals would be 
added to monitor and reduce the number of all healthcare 
associated infections [40,41]. 
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